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Abstract

Since the rapid development of RFID, as well as thriving in all areas of application and secu-
rity related issues attention gradually, according to the European "Building Radio frequency
[Dentification for the Global Environment, BRIDGE " proposed project "White Paper on
RFID tags, "pointed out, RFID applications have three important security situation must be

considered.

First, when the RFID applications in the existing processes, due to the characteristics of RFID
automatic identification, when human error occurs, the resulting risk and safety factors, will

be produced more dangerous with traditional ways.

Second, RFID technology itself may generate new risks, different from the traditional bar
code identification, RFID tags when used with the data security applications such as ticketing,
access control and product certification and other fields. The RFID features of non-contact

reading, the illegal reader have making damage before the counter-system was active.

Third, RFID is an automatic processing of large amounts of data collection and measurement
technology, it can be used in newly developed areas, showing more efficient than ever before,
activities and accurate as, but reliability and security issues must be given consideration first

in these new application areas.

BRIDGE's security research team from the point of view, RFID security technology must en-
sure that risk free to support RFID technology applications in related fields. In the health care
application, the electromagnetic wave and interference issue are more sensitive problem. In
addition, RFID privacy issues must also be discussed, more and more people enjoy the con-
venience brought by RFID, they often do not know their personal data, or unintentionally by
people who are interested to be lost out, especially in patients. The hospital and medical

records should be properly protected.

In this study, the RFID characteristics of communications, data transmission process was in-
vestigated that include RFID interference, encryption and data protection issues. We realize
the applications in the health care field were the most concern issue. Especially for the elec-
tromagnetic waves on the human body and the impact of medical equipment is the key prob-
lem by using the UHF or active systems. Although devices are certified by the state rule, but
if you need a long time in such an environment work, no one can guarantee will not cumula-

tive and problems. Therefore, use of RFID in the medical field should pay special attention to



electromagnetic environmental problems.

The use of RFID technology and privacy protection issue was trade off problem. Like the past
decade the rapid development of Internet has created many convenience and diversity of life,
but it will also pornography, spam, viruses penetrated into everyday life, and let our children
fight every day exposed to the full bloodshed, violence and sex without knowing the envi-
ronment. RFID identification of innovative technologies in library and information manage-
ment, health care systems, livestock management, and played a role in logistics management
is a tool in the sales strategy. RFID technology offers us a facilitate life with " no "wire", but
with profits rolling behind RFID technology, the temptation to vendors before the completion
careful assessment and promotion efforts. The health care field of application security and
privacy issues should be attention. In modern society, the innovation developing in network
and radio frequency technology, our lives are monitored and recorded all the time, the tradi-
tional right to privacy in the so-called "to be let alone" right to be increasingly threatened.
This study applied a reminder that the field of RFID in health care innovation and technology,
it should also advocate the concept of protection of personal privacy, to protect the personal

control of how their information should be processed with the use of rights.

Keywords : RFID - privacy > information security
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The Global Healthcare Packaging Market Breakdown in 2010
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